1. Update your computer!! 

a.  If you use Windows, go to www.windowsupdate.microsoft.com  Do this every month or so.

b. Adobe Acrobat update (go to http://www.adobe.com/downloads/updates/ for Mac or PC)

c. Java update - http://www.java.com/en/download/help/java_update.xml for Mac or PC

2. Virus / Virus Scans

a. Your computer will not tell you if it has an infection – if you see a pop-up telling you to purchase a scan or software to remove a virus, it is most likely a scam.  To test, IGNORE the pop-up, open your browser and type in the supposed virus in Google.  If the top 5 results come back with trigger words such as virus, infected, malware etc.  You will want to run a free, reputable virus scan.

b. If the top 5 results from Google are well known sites and information, this is usually a safe bet.
c. Some of the best free virus scans are:

i. Microsoft Security Essentials

ii. Avast

iii. AVG

iv. Malware byte

d. Good anti-virus programs with an annual fee:

i. Norton

ii. McAfee

iii. Trend Micro

iv. Kaspersky

e. If you get spam mail, the best course of action is to NOT OPEN it.  And NEVER hit unsubscribe to something you didn’t subscribe to in the first place.  That is confirming your email address.

f. Go to www.mailroute.info for a relatively inexpensive spam blocker.

g. If you think you have opened an infected email

i. Hold in the power button for 10 seconds – this safely shuts down your computer in an “emergency”

ii. Unplug the internet connection – the cord that connects your modem

iii. Turn your computer back on without internet capability and run the virus scan

3. Check your History every once in a while to see what sites your kids are visiting.  History can usually be found in the top toolbar along with “Favorites”.
4. Blank CDs can sometimes be an indication that someone is running a LIVE CD – which allows users to run programs NOT on the hard drive (traceable) but from this CD instead.  It is a good way to cover your tracks.  Check out knoppix or ubuntu in Google or Wikipedia to get more info.
5. Proxy Servers.  At school or work, often certain sites are blocked from use, such as facebook or gaming sites.  This can be rerouted using Proxy Servers such as TNT Proxy.  It bypasses the server that blocks those sites.  Be aware of them.

6. Fake Websites.  A real web address for facebook for example, will have a slash after the .com, and names or other letters after that slash.  For example: www.facebook.com/mynamehere  a FAKE account will do something like www.mynameis.facebook.com or www.facebook.com.myname/nowigotya   See how in the correct example the slash is after .com and excess letters come after that.  If you are asked to register with a group and it gives you a web address that doesn’t follow these rules, you may be getting directed to a site that could take personal information.  The best bet is to Google the group name and look for key words, or go to the site (facebook in this example) and search for their name from the safe, known site.

7. Check out Facebook Security page.  Go to:

a. Accounts

b. Security

c. CHECK MARK https
d. SAVE

8. Facebook has new buddy safety nets and suicide report content.  Check them out.

